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NHctpykuus o ycraHoBku ApaiiBepa PyrokeHa.

s pabotel PyTokeHa Ha KoMIIbIOTEpE, HEOOXOIMMO YCTaHOBUTH JIpaiiBepa:

1) CxauaTh ¥ yCTaHOBUTb JpaiiBepa PyrokeHa mo sTomy ampecy
https://www.rutoken.ru/support/download/drivers-for-windows/

2) Ilepeiitu B paznen Iloab3oBaTensam Pyroken u kiukHyTh Ha [paiiBepsl PyToken s
Windows, EXE

OPAUBEPbI ONA WINDOWS

o BONPOC-OTBET
MonbsoBarenam PyTokeH .

LEHTP SAMPY3KU Ana Toro 4toBbl yCTAHOEBMTL gpaneepbl PyTokeH ana Windows, zarpysure
YCTAHOBOYHBIA ain, 2anycTMTe ero M cneayiTe YRazaHMAM YcTaHoBWMKa. Nocne

,.'lpaﬁaepbl nna Windows FAESpPWeHMA Npouecca YCTAHOBKM MOoAKAKYHMTE PyTOKE,‘H H HOMMOBHOTEDY .
A

Apakieepb ana EFTAMC
gEaﬁBephl PyToxeH ana Windows, EXE

Pyroren ana Kpunrollpo

BEpCua: wd 2.5.0 or 06.0%9.2017

Pyroren pna Signal-COM
Moddepsusgembie 0C: 32- v 64-pazpagHeie Microsoft Windows

10/8.1/2012R2/8/2012/7/2008R2/ Vista/2008/XP /2003
Pyrored lNaarmu

bubnuorera PKCS#11

3) ITocne 4ero, IMpuHATb YcnoBus JIMOCH3UOHHOI'O COIJIAIICHHUA U HAKAaTh HAa KHOIIKY «YcnoBus

o EONPOC-OTEBET Meped ucNo/Ib308dHUEM NPOZPAMMHBIX NPodyKMos U/ UIu oHAaliH-cepaucos
. ) ) ) o ) 3arpysuib JIMUEHIHOHHOS
PymokeH (Rutoken), 03HAKOMBMECH € YCT0BUAMU JTULEHIUOHHO20 CO2MaUIEHUA.
_ COCAaWeHWe B BUAS OTAEABHOTO
/MaBoe UcnoIb308aHUe NPOSPaMMHBIX Npadykmosa u/ wiu oHAalH-cepaucos PymoKkeH POF
TP . . . . - . . PDF-AoRymMmeHTa
EH SArPY3IKN (Rutoken) 0zHAYaem NoHOE U GE202080POYHOE NPUHAMUE e2o yoaoaull.

Apadeepol ana Windows

o~
Apakeepm gna ETAMC YTeepasHo =3
Mprrasos reHepansHOro AWPpEeKTOPa
3A0 «ArTHE-cOdT»
R R i | 1 L Me 01-/1C or 31.08.2012 r.
Pytoken ana Signal-COM
INuueH3sHMoHHOE cornaweHue
PyTokeH Mnaruu Ha MCMONb30oBaHWe NPporpaMMHbIX NPOOYKTOB
n/mnn oHnawH-cepencoB PyToken (Rutoken)
itz B Penakuyusa Ne1 ot 31.08.2012
Apaieepbl gna *nix
HacToswmii ACKYMEHT NpeAcTaEnseT coBoi Npeanomerne 3aKPHITONS AKUMOHEPHOTO OBIWECTEa “ARTHE-CodT+ (ganee —
- «HDBBDOEHEAETEJ'H:»] SAKAKDYHMTE COMrNAWSHWME HA MINOMEHHBIX HHUME YCNOBMAX.
Apaneepol gna macOS ~

Nno ana Pytorken Web

anEIHﬂ JMUSH3WOHHOT O COMNalleHWA NPOYUTaHbl W NMPUHATBI B NOAHOM oObeme.

YCNnoBWA NPUHATLI

Nno ana Pyroren VPN


https://www.rutoken.ru/support/download/drivers-for-windows/
https://www.rutoken.ru/support/download/get/rtDrivers-exe.html
https://www.rutoken.ru/support/download/get/rtDrivers-exe.html
https://www.rutoken.ru/support/download/get/rtDrivers-exe.html

4) TlomokaaTh MOKa BBIMIET OKHO [T COXpaHeHus (haiina.

0 komnanuu [ Mpoexkmer | Mapmueper | Mpecc-yesmp { @opyw [ Koumakmes

MpogykTel v+ PeweHna v TexHonorun v [lopoepwkka v  3akas v Lleutp sarpyskun v | £F PaspaGotumnky
| Y

v

[nasnas > [opgepwka > Lledtp sarpyskw > Jarpyska daina > [pafisepo Pytoken gna Windows, EXE

3AMPY3KA ®AUNA

0 BONPOC-OTBET 3arpyxaetca darn OpaWeepkl PyTokeH ana Windows, EXE.

LEEHTP 3AFPY3KM 3arpyska Ha4HeTCA AETOMATMHECKM Yepes 3 CeKYHABL. Ecam sarpyzka He Ha4anach, MCNOAbZYATE NPAMYHD CChUIKY
N7 NPUHYAWTENBHON 3arpyskK danna.

Apakeepol gna Windows

Apasisepoi gna ETAKC BepHyTbca B pazaen «/lpaiieepsl Ana Windowss

PyToren ana Kpuntollpo

5) Haxarp Ha kHONIKY «COXpaHHUTh (aili.

0 wosmnaruy { (poexmer { Napmueper / Mpecc-yesmp [ Gopym / Kowmaxmes

Mpopyktel v PeweHna v TexHonoruu v [Mogoepkka v 3akas v LlenTp sarpyskn v | £ PaspaBorunky

v

[nagHas > [loggepwka > Lledtp zarpyskm > 3Jarpyska dafina > [paiieeps Pytoked pna Windows, EXE

3ATPY3KA ®AUNA

0 BONPOC-OTBET Jarpysaetca dain Qpaneepel PyToked ans Windows, EXE.

LEHTP 3ATPY3KMN 3arpy3Ka HA4YHETCA AETOMATHYECKH Yepes 0 ceKyHABL. Ecau 3arpy3ka He HA4anach, MCNOb3YHTE NPAMYHD CCBIMRY
4NA NPMHYAMTENBHOH 2arpyakK danna.

Apakeepol gna Windows

Omepritne =ridrivers.exes

Apaieepel gna ETAUC

B! cofipaeTecs oTKpbITS: BepHyTbca B pazgen «/lpareepbl ana Windows»

[ rtDrivers.exe

ABNAOWMACA: Binary File

wz ftp:/fftp.rutoken.ru
PytoreH ana Signal-COM

Bb! X0TUTE COXPEHUTE 3TOT dain?
([COXDEHHTb taiin ] [ OTHEHE ]
Pytoren Mnarun

Bubnmnotera PKCS#11

Pytoken ana Kpuntollpo




Parin

6) VYkazarh MecTO, Ky/ia CIIeIlyeT COXpPaHUTh YCTAHOBOYHBIN (paiii1, ITociie 4ero HaxaTh Ha

KHOMNIKY «COXpaHUTbY.

Beeauire vma hakiia 418 coXpaHe HHA...

HenagHue
ADKYMEHTEI

€
Patouui cton

A,

ko goKyreHTEI

,,_a_.
b o4
KOMMBHTER

<«

Ceregoe

Mank.a: | =3 Zarpysku

4 O @& e E-

Mraa sakina: |

O(E==rs)

Tun $aina: | Binary File b |

[ OTraenHa ]

7) TlepeiitTu B Ty marmky, KyJa COXpaHHJICS YCTAHOBOYHBIN (haili.

8) JIBOMHBIM KJIIMKOM MBI 3allyCTUTh YCTAHOBOYHBIN (aitn rtDrivers.exe, mocie yero

HaXaTb HAa KHOIIKY «BBITIOTHUTEY.

= Jarpyanm

Mpaeka Era

Qo - ©

Ks0paHHoe

L@ p Morck Il;‘ MNankH v

CepEHC CNpaska

£ Co\Documents and Settings)

Jagaun ana $arinos W nanoK ]

Iﬂ MNeperMMeHoEaTE hafin
[H¢ MepemecTHTE hafin
KonvposaTe dakin

@ CnvBnKEoBaTe dafin B sebe

£~3 OTNPaEMTE 3TOT aln no

3INEKTROHHOA NoYUTE
x W aanuTe dafin

Apyrve Mecta

I3 Mon ackymMeHTEl
I DBLHE AOKYHEHTE
W MOA KoMnerTED

ha CeTeEnE OEpYHEHHE

Mo gpobHo

WMok AoKyMEHTESarpyskH

lAma Pasmep | Tun

O pbiTh thaln - npeagynpesiige HHE CHCTeMbl Ge3onacHoCTH
ZanycTuTb 3TOT PBaln?

HMraq: rEDrivers. exe
Hzgarens: Aktiv-Soft Closed Joint Stock Company

Tun: Application

C: C:iDocuments and Settings), WMok oy .

OTreHa J

EBcerna cnpalMEaTs NpW OTKPBITHHA 3TOMD THNa fafinoe

lAzMeHEH

| 05,2017 10:04
|£| 02,2017 2:02

ft.05.2017 5:30
£.03.2017 10029
05,2017 10036
£.03.2017 10037
L O5.2017 100355
l.03.2017 10004
ft.09,2017 5:52
B.03.2017 14:25
L. .09.2017 10015
L 07,2017 12:45
b.09.2017 1707
03,2017 15:45

P arinel We MHTEpHETa MOMYT GBME NONESHEL, HO 3TOT THN fakina
HOHKET NOBRSANTE KOMABKTER. 3anYckaliTe ToNbKD NPOrpardel,
nony4eHHEBIE OT AOEEPAEMMOro M343TEnA. ‘:paKTDEbI pPHCES

@

v| Mepexon,




9) Haxarb Ha KHOIIKY «Y CTAHOBUTbY.

¥ fpaiige pui PyToxe H

PYTOKEH

OPANBEPbI PYTOKEH

Hauano YCTaHOBKU

030aTk Ha Paoyem cTone ApneIK
AHEeNW yNpaenexnAa PyToKeH

YCTaHOBWTB

Bepcua: 4.2.5.0

10) YcranasnuBarotcs apaiisepa PyrokeHa.

¥ Apaiise pui Pytonen

PYTOKEH

OPAVUBEPbLI PYTOKEH

MorkanyicTa, nogoxauTe, npoyecc
MO>KET 3aHATb HECKONbKO MUHYT...

[obaenenue USB CCID gpaieepa, 370 MOMXET 3aHATb HECKONbKO MUHYT....




11) [Tocsie 3aBepiieHUs] YCTAHOBKH HAaXKaTh HA KHOIKY «3aKPBITh.

f ¥ Apaiiee poi Pytone n

PYTOKEH

OPANBEPbI PYTOKEH

YcTaHoBKa 3apeplieHa

12) Ha pabouem cTosie ABOMHBIM KJIMKOM MBIIIH 3aIlyCTUTh SIPJIbIK «[laHenb ynpaBiieHus
Pyroken».

13) Korna PyTokeH MoIK/II0OYeH K KOMITBIOTEPY, TO OH JTOJDKEH OTOOPa3HUThCS B pasfene
«ITonkmroueHHbie PyTOKEH.

= Mavens ynpaesne Hna Pyroxe H

AAMHMHHMCTPHPOBaHME |CepTM¢MKaTb| || HacTpoFkK || Lo} nporpamme|

HOH4EHHEIE Py TokeH

+  PyToked SUMO0 [ BeIFTH ]

lHdhopmaura

E MNokazaTe CESASHNA O ToKeHS [ MHopManmHa ]

¥npaenedne PIMN-kKo8amMA

_‘“‘_._-F PazGnokmposaTte PIMN-KOA4E NONES0EATENA.
Heobxo AMMEl NPaEa A0CTYNa AAMHHHMCTRaTopaS
PywTokeH

% HMzMernTE PIN-KOAERl NONEZ0E3TENA MK [ e —— ]

FastnokHpoEaTe

AAMHHHCTRaTopa, HeobxoarmMel COOTESTCTE Y HILLHE
npaga AacT¥rna

lMA TokeHa

" SaaaTe HMA TokeHa., Heobxoakme [ e ]
@ s COOTEETCTEYHILLHE Npaga A0CTYNa

DopMaTHPOEaHHE TOKEHa

i MHHUHanHsHpoEaTE farnosyhD cHETEMY M POpMaTHPOEATE. . .
5 ONPEAENHTE NOAHMTHEK GES0NacHOCTH TOKEHA.

HeobxoauMel Npaga A0CTYNa AAMHMHHMCTRaToOpa
PwToREH




14) Haxxats Ha kHONKY «BBectu Pin-koa». Beiopars pexxum Ilosib3oBaTensb. Beectu maposis u
HaxaTh Ha KHONKY «OK». Ilapons Pyrokena mo ymonuanuto: 12345678.

paf Marnens ynpasnenns PyToken =
AOAMHUHHUCTPHMPOEaHKME CepTrdgrEaThl Hacrpoikn O nporpamMme
MogknmyueHHBIe PyTOoKEH
HMHgoprmawma
E MokazaTe CEESEHMA O TOKEHE WMHgopmauma...

Esect PIMN-koa,...

¥npaenerdwme PIN-kogamem

égs PaztnorkmpoeaTe PIN-kOogB Mone3osaTenA, Pas6noKMpoBEaTE
HeoBxogrmel Npasa 400Tyna AaMUHKMCTRaTopa
PyTokKEeH
MzmerHnTE PIN-KoaB NOoNs3o0EaTena Maun MEMEHWTD. ..
AaMHHMCTRaTORa. HeoBXogrmMel COOTESTCTEYRD LM &

npasa 4o0cTyna

Mma TokeHa

JagaTe WMmMA TokeHa, HeoGxogrmbl MEMEHMT. ..
= COOTESTCTEVHILWKWME MPpasa 4oCTyna

PopMaTHMpoEaHMeE TOKEHAa

3 MHWUUHMAaNMIMPOoEaTE afinoBEYHD CHMOTEMY KM DOpMaTHMPOBATE...
5 OMPESLENMTE MOAMTHUEM 6830MNacHOCTH ToOKeHa.,

HeoBxogrmel Npasa 400Tyna AaMUHKMCTRaTopa
PyTOKEH

ZakKpeITE

|
|
AAMUHWCTPUPOBEAHME CepTrdkaTel Hacrpolikn O nporpamme

MogknmoyeHHBIe PyToKEH

|\-’P}l’TOKEH IUNo e Beecri PIN-ko0a...
HMHpopmayma
E MNMokazaTe CEESEHWA O TOKEHE | Wndopmayms...
il Manens ynpaenedna PyTokex ot
¥npaeneHue PIM- BeeguTe PIN-kog
= CUKMTEIEaTENE
Mg Paz6nokn BAOKWPOEATE
HeoBxomgmM !PyTCIK.EH LN o
PyTokeH
" @ MonezoEaTenk
EMEHWTE
FIzMeHMTE...
MHMHWCTRATO
AAMAHWCT] O A Baap
npaea 40c PIMN-k0a,
|........ | B
Fima TokeHa

COOTEETCTE e ——

@/ 3a34aTe WM 1' OTmMeHa M=MEHWTE...

PopMaTUpOBaHWME TOKEHA

i WHUUKWanWIMpoEaTe ©afinoByD CUCTEMY M ©opMaTHROEATE...
s OMPEgenTE NOAWMTHUEN BE30NACHOTH TOKEHA.

HeoBxogume Npaea gocryna AgMUHHUCTRpaTopa

PyTokREH

‘ 3AKEpLITE




15) Yto6sl H3MEHHUTD TapoJib Ha PyTokeHe, HEOOX0AUMO Ha)KaTh Ha KHOMKY «/3MEHUTH» B

pazaene «Ynpasienue PIN-kogammy.

¥ Naneas ynpaene Hua Pyroxe H

AAMHHHCTPHMPOESHHE | CepThdmkaTtel | HacTpodikn | © nporpamme |

HHdoprMauka

E MoKazaTe CESASHMA O TOKEHS

rpasnedHe PIMN-kEo83amMH

’E-E PaszsbnoknposaTe PIMN-kKoaABl NONBZ0EaTENA.
HeobxoarMel Npasa A0CTYMNE AaMMHMCTRaTORS

Py TokeH

FsmMerrTE PIMN-KOoAEl NONES0EaTENA KA
4 BAMHHHMCTpaTopa. HeobxoAWMel COOTESTCTEY HILLHE
npasa AocTyna

IMmA TokeHa
SaAaTe HMA ToKeHa, Heobxoanme!
s COOTESTCTEYHIWME NPpasa AocTyha

DopMaTHROEaIHHE TOKeHa

2 MHALHanHsHpoEaTE Gafi NoBY D CHCTEMY H
i: onpeaen-HiTeE NoOATHER BesonacHOCTH TakeHa.
HeobxoarMel NpaEa A0CTYNEa AAMHHHCTRaTORS
PywTokeH

EElFiTH ]

(

FHdopMawma. .. ]

FPasbnokrposate

=sMeHHTE. .. ]

DOpMAaTHROESTE. ..

16) Briopats pexxum Ilosib30BaTesib. BBecTH HOBBIN Mapoiib U HAXaTh Ha KHOMKY «OK».

He 33.6y,[[I>Te OpeABAPUTCIIBHO €ro 3allnucaThb. HpI/I 3alaHUH TIapoJId YUYUTBIBACTCA, YTO OH JOJIKCH
OTBCYATH CJICAYIOIIUM Tpe6OBaHI/I$IMZ

JUTMHA TIApoJIsl TOJKHA ObITh He MeHee 8 U He Oonee 14 cUMBOJIOB.

MapoJb TOJDKEH COCTOSTh U3 OyKB JIaTUHCKOTO andasuta (A-z), apadckux mudp (0-9) u
CHeIHalbHBIX CUMBOJIOB, PUBECHHBIX B I1. 4 TaHHBIX TPEOOBAHUU.

OYKBEHHAsI YaCTh IMAPOJIs JOJDKHA COJIEPIKATh KaK CTPOYHBIC, TAK ¥ IMPOIHCHEIC (3arIaBHbIC)

OYKBBI.

napoJjib JODKEH COePKaTh HE MEHee OJIHOTO U3 CIACTYIOMIUX CUMBOJIOB: (., ;?1*+%-<>@ [

H{IN_{3$#).

AAMHHHCTEHPOESHHE | CeprhrdiicaTe || HacTpoficm || o nporparime |

NMoaknroHYeHHeEIE Py TokkeH

|!P";{'TDK8H = o Rt |

Hrcdopraura

E S

rnpasnerre PIR

“rmeHa PIkk-koaa

AnAa Pyrorked 3L O,

ige Fastnokn MonesosaTene

HeoS:xo,aH

PvTokeH S AMHHHCTRaToRn

EE=AHTe HOEEIA PIMN-kKoA

= Maune.ns ynpaene Hma Pyrowe H

K=MeHHTH
= A rEFIHFIC T

| [ ———
npasa ao

MoAaATE=PAHTS HOEEIFH PIR-1KoA

KA TorkeRa | ssssssss

[

EelFTH ]

BelGepHTs pone M BEESAHTS HOBEIA PIMN-koa

|_:_£|
| ==

L. E E | chopraura. ..

BNoKHpOESTE

[1=MEHHTE. . . I

[1=MEHHTE. .. I

Sanate v
s~ CcooTEEeTC [ =

]

TDopMaTHPRPOEBEaHHESE TOKSEHS

2 FMhrurmannsHrposaTte GafAnos Yo CHOTERY H
ﬁ: oNpeASAFTE NOARTHER BES0NacHoCTH ToKeHS,
HeobxoaHMEel MPpasa 40CTMa SAMHHHCTRPaToOpS
PoToKeH

PopHMaTHRPOESTE. ..




17) Bo Briagke «CepTudukarsl» 0TOOpakaroTCs BCe cepTU(UKATHI, KOTOPhIE 3alTHCaHbl Ha
PyroxeH.

¥ NMaueas ynpasae uun Pyroke H

A AMHHHCTPHPOEaHHE | CepThdmkaTtel |HaCTp0ﬁKn O Aporparme

MoaknroHeHHBIE Py TokeH

|\.’PyTDKEH LM 0 b | [ o ] [ BEIFTH ]

-
- | ) Ha Py TokeH HET cepTHhHEATOE

GIZE] cTekaseT SapervcTpHpoEaH

"4 U e i

FMNopTHROESTE

18) Bo Briajke «HacTpolikm» 0TOOpakaroTcs JOMOTHUTEIbHBIE HACTPOWKH PyToKeHa.

aHe b ynpaeie HHA PyToxe H _|

AAMHUHHMCTPHPpOBadHne | CepTHdHEaTel | HacTpoFkm |O MNporpare

CHHTEIEATENM PyTokeH 5

KonH4ecTED CHHMTRIEATENSH PyYToKeH 5 HMEMEHHTE

MakcHMansHoe KOAMHECTED WCTPOFCTE Py ToKEH S5, C KOTOPEIMH BOSMOM¥HO
paboTaTe OAHOEBPEMEHHD,

HacTpofkH PIMN-kKoaa

AAMHHHCTRAaTORE! MOy T HACTRaHEaTE NapamMeTRel HacTporka
]

PIMN-KOA0E! KIWHMPOEaHHE, HAMNOMHMHaHKE O cMeHe PIM-koa83
Mo wMoOn4aHHm, Ko HpoeaHKe & UTFE-G.

MonnTHERW KadecTsa PIMN-koaos

% MoArWTHER KadecTEa PIMN-K040E NOZE0NAMDT NOEEICHTE HacTpofika. . .

& WpOoESHE DEZ0NacHOCTH,. MpH cMeHe PIM-KoAa GvaseT
EEINONHATECA 2ro Nnposepka Ha CTOMKOCTE COrnacHo
Z3403HHEIM EPHTERFAM.

HacTpoRkH KpHNTonpoEaRaspa

@ MpocHMOTP KM MSMEHEHHE HACTPOEK KPHNTOMPOESA AEpa HacTpoFka

ANA pasnk-Hex MOAENEA Py TokeH,




19) Bo Britagke «O nporpamme» yKa3zaHa BepCHs JaHHOW IPOTPaMMBI, CAaUT pa3pabOoTYHKOB,

TEeXHHUYECKas MOAJIepKKa U Apyras nHhopMalus.

¥ lNanens ynpasae s PyToHe H

AAMHHHUCTPHMPOBaHKE || CepTrdikaTel || HacTpoikk | @ nporparme

FamMnaHHA: O THE
ChrumaneHeId camnT: Atk M rutoken, rug
BepcHA ApaFEepoE Py TOREH! 4.2.5.0

Cnywba TeExXHHYECKOM NoAAe0HEH ! hotline@rutaken.ru

hkkp: fivvae  rutoken. rufhokline,
+7 (495) 925 77 90

CEpEHC AMarHOCTHICH ! https:ifhelp.rutoken.ru

F.omMnaHnAa «akThe:, Z00353-2017. Bce npaea sawmHueHsl.

Py TOKEHE ABNAETCA S3ApErMCTPMPOEaAHHOM TOPMOEOH MapKoR KOMNaHWK SAKTHES

[Toarorosu:
Crnenuanuct 1o nHGOPMAIIMOHHON 0€30MaCHOCTH

CormacoBaHo:
3amecturens [Ipeacenarens [IpaBienus

110 0e30I1aCHOCTH

HavanpHuk oTiena mHQOpMAIMOHHBIX TEXHOJIOTUN

Bomommn A. C.

Kupumios E.1O.

HMBaunos C.I1.



